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EXECUTIVE SUMMARY 

The student census collects data specifically related to student identity, for the purposes of 
linking with identity-based data student outcome and student record data. The objective of this 
initiative is to support the board’s efforts to identify and address systemic inequalities in our 
system. Student identity data to be collected includes Indigenous status, ethnic/cultural 
background, racial identity, first language, citizenship status, religious/spiritual affiliation, 
gender identity, sexual orientation, disability/health status, and socio-economic 
characteristics. Identity data will be collected from parents for students from kindergarten to 
grade 3 and directly from students in grades 4 through 12+ (almost 65,000 students in total). 
The survey will be conducted electronically using the WRDSB’s Qualtrics survey platform 
account. For parents/guardians that are unable to complete the census online, paper copies 
will be distributed and received by mail (this data will be entered into the Qualtrics platform by 
WRDSB research staff). Responses for each student will be attached to their student ID 
number and/or email address.  

The student ID/email will be used to link individual student identity data to existing student 
record data including: student achievement, credit accumulation, graduation rate, 
suspensions/expulsions, special education services, and academic/extra-curricular program 
participation. An anonymized data set will be created using a key that assigns a unique 
(anonymous) identifier to each student. Once data has been linked, the student email/student 
ID number will be removed from the final data set and replaced with the anonymous unique 
identifier number. Only members of the research and IT department employees who require 
access for the purposes of data linking will be able to see the Student Census identity data in 
a form that is attached to a student’s ID number or email.  

The anonymized data set will be used for data analysis and will only be accessible to research 
department staff. A data suppression rule (15 students) will be applied to all documents and 
reports that are prepared for internal (school board) use and for the public.  

A de-identified open data file will be released to the public free of charge, with appropriate 
privacy restrictions (e.g. suppression rule) applied prior to the release. The first public release 
will consist of reporting a full student profile, with the possibility of some school or board level 
comparisons across the system. The second phase of analysis and reporting will consist of 
linking student identity data with existing data kept on the student record/existing databases. 
Public reports and informational materials based on both student provided identity data and 
student record data will be released publicly and made available on the WRDSB website. 
Internal special interest reports will be developed for the purposes of informing policy and 
programming decisions, as well as supporting ongoing professional development initiatives.  

The privacy impact assessment revealed that we have established protocols and/or 
procedures to address all major privacy issues with respect to this initiative. The Research 
Department will work with IT Services to ensure that long-term protocols are in place for the 
permanent disposal of personal information as per the WRDSB Records and Retention 
Schedule. The primary action item required subsequent to this assessment is a widespread 
communication and consultation strategy to ensure that the protocols outlined in this 
assessment are accessible to and understood by all affected parties (incl. students, parents, 
and staff).  
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INTRODUCTION 

The WRDSB Student Census is a confidential and voluntary survey for all parents of WRDSB 

students from kindergarten and grade 3 and for all WRDSB students between grades 4 and 

12. The goal of the student census is to better understand the diversity within the WRDSB. 

The census will allow us to gain detailed insight as to the cultural, social and demographic 

makeup of our students. 

The Student Census will help us to develop a profile of all students that will allow us to better 

understand and address the needs of all students in the WRDSB regardless of their identity 

or their background. The findings will also help the board to better align our programs and 

strategies to the needs of all students and families in our school communities. 

Identity-based student data collection is being undertaken by school boards across Ontario. 

The collection of identity-based student information is supported by and advocated for by the 

Ministry of Education’s Equity Secretariat, Ontario’s Anti-Racism Directorate, and the Ontario 

Human Rights Commission. As of 2018, the collection of identity-based student information is 

authorized under the Anti-Racism Act. By 2023, all Ontario School Boards will be legally 

required to apply the Data Standards for the Identification and Monitoring of Systemic Racism 

to collect identity-based student data. 

The census will ask students and parents/guardians questions about the cultural, social, and 

sociodemographic identity of each student in the WRDSB. It specifically asks students and 

parents/guardians to report on their own or their child’s Indigenous status, ethnic/cultural 

background, racial identity, first language, nationality, gender identity, sexual orientation, 

religious affiliation, health/disability status, socioeconomic characteristics, age, and grade. 

The WRDSB Student Census is confidential and voluntary for all students. WRDSB adheres 

to the Municipal Freedom of Information and Protection of Privacy Act (MFIPPA) and applies 

a variety of best practice guidelines for the protection of students’ personal information. No 

individual student data will be shared with anyone who does not need the information for the 

purposes of conducting research and preparing reports, unless required by law. By default, 

only members of the WRDSB research department will access to individual student responses 

(authorized members of the WRDSB Information Technology Services Department may 

require access to individual responses if necessary for technical support purposes). Reports 

prepared for WRDSB staff and for the public will never include information that will allow 

individual students to be identified. 

Data security and privacy is important to the WRDSB. Student identity data from the Student 

Census will not be documented on their student record. However, student ID numbers and/or 

WRDSB student email address will be used to create a de-identified data file that will allow 

the WRDSB to compare and contrast student identity data with existing student data. Data 

that will be linked to the Student Census results include: student achievement, credit 

accumulation, suspensions/expulsions, special education services, and academic/extra-

curricular program participation. 
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BACKGROUND 
This privacy impact assessment is built on the groundwork of the privacy practices and 
protocols established for the WRDSB Workforce Census that was completed throughout 2019. 
This assessment found that our policies and procedures, when followed by all authorized 
employees, will protect student personal information and that it that meets and exceeds our 
legislative and regulatory commitments. Personal information is required to carry out this work 
(as per Ontario Regulation 267/18). Under the proposed procedures, all new personal 
information collected will remain confidential and will only be accessible in an identifiable 
format to a small number of authorized employees (specifically, research department staff and 
IT systems staff). We have identified three ways in which personally identifiable information 
could be viewed or accessed by unauthorized personnel: 

1) if the release of the information is required by law (e.g. under an FOI request or in 
compliance with a criminal investigation) 

2) unauthorized access to information occurs due to a failure of an authorized employee 
to follow the outlined security protocols 

3) an unauthorized person engages in a sophisticated, surreptitious effort to gain access 
to personal information (for example hacking servers, or manipulating employees in a 
manner that would allow them to access private data)  

An important part of this process will be an informed consent procedure that will provide 
parents and students with details of the purpose, process, privacy protocols, and opt-out 
procedures. All WRDSB Student Census processes adhere to the Municipal Freedom of 
Information and Protection of Privacy Act (MFIPPA).  

Scope: This privacy impact assessment includes only matters related to the collection of 
personal information through the Student Census survey and the processes used to link that 
information with existing identifiable student data held by the WRDSB. Any other research or 
data collection activity that might seek to make use of student identity data would be subject 
to a separate privacy assessment.  

PROJECT  
The student census collects data specifically related to student identity, for the purposes of linking 
with student outcomes and student record data. Student identity data to be collected include 
Indigenous status, ethnic/cultural background, racial identity, first language, citizenship status, 
religious/spiritual affiliation, gender identity, sexual orientation, disability/health status, and 
community characteristics. Identity data will be collected from parents/guardians for students from 
kindergarten to grade 3 and each student between grades 4 and 12 (almost 65,000 students) 
electronically on the WRDSB Qualtrics survey platform account. For parents/guardians who are 
unable to complete the census online, paper copies of the census (with return envelopes 
included) will be mailed to their home. Responses for each student will be attached to their student 
ID number and/or email address.  

The student ID/email will be used to link identity data for each to existing student record data 
including: student achievement, credit accumulation, graduation rate, suspensions/expulsions, 
special education services, and academic/extra-curricular program participation. An anonymized 
data set will be created using a key that assigns a unique (anonymous) identifier to each student. 
Once data has been linked, the student email/student ID number will be removed from the final 
data set and replaced with the anonymous unique identifier number. Only members of the 
research and IT department employees who require access for the purposes of data linking will 
be able to see the Student Census identity data in a form that is attached to a student’s ID number 
or email.  

https://www.ontario.ca/laws/regulation/r18267
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The anonymized raw data set will be used for data cleaning and data analysis and will only be 
accessible to research department staff. A data suppression rule (15 students) will be applied to 
all documents and reports that are prepared for both internal (school board) and external (public) 
review.  

A de-identified open data file will be released to the public free of charge, with appropriate privacy 
restrictions (e.g. suppression rule) applied prior to the release. The first public release will consist 
of reporting a full student profile, with the possibility of some school or board level comparisons 
across the system. The second phase of analysis and reporting will consist of linking student 
identity data with existing data kept on the student record/existing databases. Public reports and 
informational materials based on both student provided identity data and student record data will 
be released publicly and made available on the WRDSB website. Internal special interest reports 
will be developed for the purposes of informing policy and programming decisions, as well as 
supporting ongoing professional development initiatives.  

PRIVACY  
The personal information used in the Student Census process will be in two phases: Phase 1 
- a student identity survey and Phase 2 – linking identity data to existing student outcome data.  
In the first phase of the project (Fall/Winter 2021), the student identity data that will be collected 
includes: Indigenous status, ethnic/cultural background, racial identity, first language, 
citizenship status, religious/spiritual affiliation, gender identity, sexual orientation, 
disability/health status, and household characteristics. In the second phase of the project 
(Winter/Summer 2021), student ID/email identifiers will be used to link each student’s 
responses to existing student record data including: student achievement, credit 
accumulation, graduation rate, suspensions/expulsions, special education services, and 
academic/extra-curricular program participation. 

Legal Authority: The following Acts all authorize and regulate the proposed student census 
initiative: 

● Education Act 
● Municipal Freedom of Information and Protection of Privacy Act 
● Personal Information Protection and Electronic Documents Act - Model Code for the 

Protection of Personal Information 
● Anti-Racism Act - Ontario Regulation 267/18, Data Standards for the Identification and 

Monitoring of Systemic Racism 
● Ontario Human Rights Code - Ontario Human Rights Commission guideline – “Count me 

in! Collecting human rights-based data” 

In addition to these Acts, Ontario’s Education Equity Action Plan is also a guiding document 
released in 2017 by the Ministry of Education that informed the processes and the priorities 
identified in this work.  

Internal WRDSB Policies applicable to the Student Census include: 
- Board Policy 1008: Equity and Inclusion 
- Board Policy 1013: First Nation, Métis and Inuit Voluntary Self-Identification Policy 
- Board Policy 1014: Privacy Protection and Access to Information 
- Board Policy 2012: Access to Digital Resources and Technology 
- Administrative Procedure 4070: Responsible Use Procedure for Information, 

Communication and Collaboration Technologies 
- Administration Procedure 4770: Secure Disposition of Records 

Access to all the guidelines, references and policies referenced above is available in the 
Appendix. 
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Roles and Responsibilities: The table below outlines key stakeholders in the census process 

and the high-level tasks and responsibilities associated with each stakeholder. 

Stakeholder Role/responsibility 

Director of Education Oversight and approval 

Senior administration Oversight and approval 

Education Centre employees 

(incl. research, IT, privacy, 

equity, and communications) 

Program management, including consultation, planning, 

communications, data collection, privacy, data 

management/ linking, data analysis, and reporting 

School administrators 
Process development and oversight of data collection at 

the school level. 

Teachers, educational 

assistants, and student support 

workers 

Facilitation of/oversight for data collection at the classroom 

level. 

Parents 
Participation in consultation, informed consent processes, 

voluntary completion of identity-based student census. 

Students Voluntary completion of identity-based student census. 

Community-based groups1  Participation in consultation re. objectives and processes   

 

Access to personal information: 

Person 
Access to 

all data 
Can request 

individual data 
Anonymous 

data file 
Research 
reports 

Student No Yes Yes Yes 

Parent/guardian No Yes Yes Yes 

WRDSB Research staff Yes Yes Yes Yes 

WRDSB IT staff As needed No Yes Yes 

School principals No No Yes Yes 

Classroom teachers No No Yes Yes 

Other WRDSB staff No No Yes Yes 

The Ministry of Education No No Yes Yes 

The general public No No Yes Yes 

 

BUSINESS PROCESSES AND INFORMATION FLOWS 

The Student Census does not represent a change in any normal business practices for collecting 

student data and conducting research for the purposes of improving programming and services 

available for students. However, given the sensitivity of collecting new personal information 

(identity-based data), it was determined that a privacy impact assessment was warranted. The 

privacy analysis presented below has been developed in alignment with the principles of the 

Canadian Standards Association’s Model Code for the Protection of Personal Information, as 

referenced in Canada’s Personal Information Protection and Electronic Documents Act (PIPEDA). 

 

                                                           
1 Equity and Indigenous Advisory Group, Waterloo Region Aboriginal Academic Advisory Committee, Waterloo 

Region Assembly of Public School Councils, Special Education Advisory Committee, Student Senate, and Parent 
Involvement Committee. 
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PRIVACY ANALYSIS  
Privacy analysis: The Canadian Standards Association’s Model Code for the 
Protection of Personal Information sets out ten principles for the protection of personal 
information. These principles were incorporated into the Personal Information 
Protection and Electronic Documents Act (PIPEDA), and they will be used as the 
foundation for this privacy analysis. 

o Principle 1 – Accountability 
● The management of all personal information collected through the student census will 

be the responsibility of members of the Research and Evidence-based Practice 
Department (Dana Liebermann, Senior Manager, Research and Evidence-Based 
Practice). Guidance and support for the establishment and implementation of privacy 
protocols will be provided by the WRDSB Freedom of Information, Privacy and 
Records Information Management Officer, Sandra Vieira. Oversight for student census 
data that is linked to the student records will be coordinated between the Senior 
Manager of Research, Dana Liebermann and Senior Manager of Information and 
Technology Services, Ivana MacIsaac.   

Personal identifying information will never be shared with third parties under any 
circumstances unless required by law (such as when required for a criminal 
investigation, or to comply with a freedom of information request). 

Data privacy and security procedures will be developed and communicated publicly, 
including making this Privacy Impact Assessment available upon request. Contact 
information for Dana Liebermann, Sandra Vieira, and Ivana MacIsaac will be provided 
to all students, parents, and key stakeholders for the purposes of providing more 
information and/or to challenge compliance with applicable data privacy procedures 
and legislation. Multiple methods for contacting relevant WRDSB staff members (i.e. 
phone numbers and email addresses) will be communicated in notifications via email, 
letters home to parents, and on the board’s public webpage.  

o Principle 2 – Identifying Purposes 
● All communication to students and parents will include a description of why the student 

identity data will be collected and how it will be used. This will include communicating 
principles from relevant legislation, policies, and best practices. Communication will 
be distributed to all students and parents via email and letters sent home from schools. 
This will be conducted prior to the collection of data during the informed consent and 
student opt out phases of the student census process. The communication will include 
a commitment that the data collected will only be used for the purposes for which it 
was identified. If any changes are to be made to how personal data will be used, all 
affected parties will be informed of these changes and an opportunity to opt out of 
newly identified research activities will be provided prior to the proposed changes 
taking effect.  

The overarching objective of the student census is summarized in Ontario’s Education 
Equity Action Plan as, “A consistent approach to collecting and analyzing voluntarily 
provided identity-based data will help local school boards identify where systemic 
barriers exist, and will help determine how to eliminate discriminatory biases in order 
to support equity and student achievement and well-being through training and 
targeted programs and supports.” The WRDSB’s approach is also consistent with the 
advice and guidelines established by the Ontario Human Rights Commission and the 
Ontario Anti-Racism Directorate.  
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The rationale for why identity-based data will be collected and how student outcome 
will be used will be communicated publicly. This will include the communication of 
specific questions that will be asked directly of students and parents/guardians, and a 
description of the student record data that will be linked to student identity data.  

A summary list of identity data and student record data are provided below: 
● Direct collection (student identity data): Indigenous status, ethnic/cultural 

background, racial identity, first language, nationality, gender identity, sexual 
orientation, religious affiliation, health/disability status, and community 
characteristics. 

● Indirect collection (student record): credits accumulated, graduation status, 
special education services, suspensions and expulsions, refusal to admit a 
student, student achievement (i.e. EQAO/report cards), participation in academic 
program(s) (i.e. French immersion, International Baccalaureate, advanced 
placement), and participation in extra-curricular program(s) (i.e. student 
government, arts, athletics, volunteer placement programs).  

Student record data will be disaggregated by student identity data for the purposes of 
identifying differences and gaps based on student identity. 

o Principle 3 – Consent 
● The student census will use an active assent procedure for all student participants and 

an active consent procedure for parent/guardian participants. An informed opt out 
procedure will also be communicated to all parents of students under 18 years of age 
prior to the commencement of data collection.  

The active assent procedure will include oral and written communication to all students 
that the student census is voluntary and that they are able choose which questions 
they choose to answer and not to answer. They can choose not to begin the survey, 
they can skip any question in the survey that they do not wish to answer, and they can 
stop the survey at any time. Students will also be informed of the confidentiality 
procedures. This includes the fact that individual responses will not be shared with 
school or board staff (including their teacher and principal), and that they will be 
combined with the responses provided by other students in a way that will not allow 
them to be personally identified. Only research staff, and IT staff (on an as needed 
basis for technical support purposes), who require personal information for the 
purposes of conducting analysis and preparing reports will have access to identifiable 
data. The plain language informed consent statements will also include a description 
of how the information will be used, what information will be included in 
documents/reports, and how documents/reports will ensure that the personal 
information provided by students will remain confidential (including the use of 
password protected devices and folders, data suppression rules, and anonymous 
identifiers).  

Prior to starting the census questionnaire, students and parents/guardians will be 
asked if they agree to participate. This question stands as an assent questions for 
students and a consent question for parents/guardians. The assent/consent question 
is the only required question in the student census. The web-based survey will not 
proceed if a student or parent/guardian does not actively assent/consent to participate. 

Several communications strategies will be used to inform parents about the census 
and the opt-out procedures. An electronic (i.e. email, website, and social media) 
communications campaign will be implemented several weeks before the 
implementation of the student census. Parents will be able to communicate their desire 
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for their child (grade 4 and up, and under 18 years of age) to be exempt from 
participation in the census using an electronic or paper-based form. A link will be 
shared to direct parents to a web-based portal that will allow them to communicate 
their desire for their child to opt-out. Online instructions will also explain how they can 
express their preference by email or telephone for their child to be opted out of census 
participation. 

A list of exempt students will be compiled and communicated to appropriate teachers 
and school administrators to ensure that the parents’ desire for students not to 
complete the census is respected and enacted.   

Contact information will also be provided to students and parents that will allow them 
to revoke their consent for the use of an individual students’ identity data even after it 
has been collected. Once consent has been revoked, all personally identifying 
information provided by the student will be deleted, permanently and securely, from all 
data files and documents.  

o Principle 4 – Limiting Collection 
● The WRDSB will only collect identity-based student data that has been legislated 

and/or recommended by Ontario’s Anti-Racism Act and/or the Ministry of Education’s 
Equity Secretariat. These include identities protected from discrimination under the 
Ontario Human Rights Code such as, race, ethnic origin, citizenship, creed, sexual 
orientation, gender identity, family status or disability. 

Data that is not required to meet our objectives for understanding differences among 
students based on these identities will not be collected from students.  

Data linking with student record data will not be indiscriminate. Specific data points 
from student records will be identified for data linking prior to data collection. Analysis 
will be primarily focused on disaggregating student results based on pre-identified 
student record data. Discretion will be used if additional data linking is undertaken. 
The same privacy and security protocols for data linking will apply to all supplemental 
data linking activities. If supplemental data linking deviates from the initial purpose and 
processes previously described to students and parents, a new description of the 
purpose and processes will be communicated to affected individuals and appropriate 
consent and opt-out procedures will be carried out.  

o Principle 5 – Limiting Use, Disclosure, and Retention 
● Student identity data will be used only for the stated objective of identifying systemic 

differences and barriers and to determine how to support equity in student 
achievement and well-being. Student identity data will not be used or shared for any 
reason other than this purpose unless required by law (such as when required for a 
criminal investigation, or to comply with a freedom of information request). 

Only pre-authorized personnel from the Research and Evidence-Based Practice 
Department and the Information Technology Department will be granted access to 
voluntarily provided student identity data collected during the student census. All 
supplemental disclosure and communication of student identity data will be shared in 
an aggregated format that will not allow individual student identity data to be viewed 
by any unauthorized individuals. De-identified (aggregated) data files and reports will 
be prepared for internal and public release in accordance with Standard 35 of the Data 
Standards for the Identification and Monitoring of Systemic Racism under which the 
board is authorized (through the Anti-Racism Act) to collect student identity data. 
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These files will be made available in perpetuity, and the data in the files will support 
long-term assessment of change within our system. 

Identifiable student identity data collected through the census will be kept for up to two 
years on password protected, encrypted external services (specifically our online 
Qualtrics survey platform). Student identity data collected during the student census 
will be transferred to password protected and encrypted WRDSB servers and will be 
securely disposed of in accordance with the WRDSB Records Retention Schedule. 
Student identity data kept on WRDSB servers will not merged or added to student 
records and will remain a distinct and confidential data set. The data will be used for 
longitudinal research to understand change in student demographics, student 
achievements, and student outcomes over time. Longitudinal research is consistent 
with the permitted used of personal information under the Education Act, specifically 
for the “Planning or delivering programs or services that the Ministry provides or funds, 
in whole or in part, allocating resources to any of them, evaluating or monitoring any 
of them or detecting, monitoring and preventing fraud or any unauthorized receipt of 
services or benefits related to any of them.” 

All identity data will be deleted securely and permanently from all WRDSB servers in 
accordance with the WRDSB Records Retention Schedule. 

o Principle 6 – Accuracy 
● The WRDSB will enact several data quality protocols to ensure the accuracy of the 

data provided during the student census. These protocols include: 
● Identifying and removing duplicate results 
● Using validity tests on datasets to identify illogical or incompatible responses 

(such as incongruous multiple choice selections from a single participant) 
● Reviewing reliability and consistency of census results compared to existing 

student records 
● Flagging inappropriate responses entered into open-ended text boxes 

Data quality protocols will be introduced at the beginning of the data collection period, 
such that appropriate corrective actions can be introduced as soon as possible. 

The collection and updating of student identity data will take place on a three to five 
year cycle and will be used to ensure new student data is captured to allow for further 
validation of existing student identity data.  

Personal identity data collection in the student census will not be used to make 
decisions about or develop interventions for individual students. Aggregated results 
will be used for program and system level decision-making and interventions, hence 
reducing risks that individual inaccuracies will have a substantive effect on decisions 
made and actions taken based on census results.  

Students and parents/legal guardians have a right to request access to view, and 
correct their personal information or the information of their child under the age of 18. 
Requests for access to data must be submitted in writing by a student and/or 
parent/legal guardian. Requests for access will be managed in accordance with 
MFIPPA. Under MFIPPA there are circumstances where data may not be released. 
All requests will be reviewed and a decision regarding the request will be 
communicated to the student and/or the parent/legal guardian.  
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o Principle 7 – Safeguards 
● Individual student identity data collected during the student census will never be 

printed or released in hard copy. Identifiable student identity data will remain exclusive 
on password protected and/or encrypted folders/devices. These locations include: 

● Qualtrics online survey platform. Cloud-based encrypted third-party servers 
(Canadian-based encrypted servers accessible only to WRDSB Research 
Department staff and to Qualtrics Inc. support staff when authorized by 
WRDSB Research Staff for technical support services) 

● Password protected WRDSB laptops of authorized personnel from the 
Research Department and the Information Technology Department 

● Password protected Google Drive folders (accessible only to authorized 
Research Department and Information Technology Department personnel). 

● WRDSB Research Department staff with the support of the Freedom of Information, 
Privacy & Records Information Management Officer conducted a Service Provider 
Privacy and Security Assessment on our online survey platform Qualtrics. The results 
of the assessment found that Qualtrics actively aligns their data security protocols with 
a number of international data security standards including: General Data Protection 
Regulation (EU), NIST SP 800-53 (US), FedRAMP (US), ISO 27001-2013 
(international), and Privacy Shield (international). The assessment also confirmed that 
Qualtrics staff will not access data collected by the WRDSB without the permission of, 
or a request from, authorized WRDSB staff. WRDSB data collected using Qualtrics is 
stored at a secured data centre on encrypted third-party servers in Toronto, ON. Data 
on this server is accessible only to WRDSB Research Department staff and Qualtrics 
Inc. staff. Under normal business practice, Qualtrics staff will not access or share any 
of the survey data that is collected by the WRDSB without the expressed permission 
of authorized WRDSB employees. 

● To limit the risk that identifiable data will be seen or accessed, linked student census 
data and student record data will be kept in a separate, password protected folder 
and/or database distinct from both the student identity data on third-party server and 
data kept by the WRDSB on student records. Specific personal identifying information 
used for data linking (i.e. student ID and/or student email addresses) will be removed 
from the final working data set and replaced with an anonymous unique identifier 
number. A separate file will be prepared that aligns each student’s anonymous 
identifier number to each student’s student ID # and/or email address. Once a linked, 
validated and cleaned data file has been prepared with a unique anonymous identifier 
number for each student, any working data files used in the data linking process that 
include the student IDs and/or email addresses will be securely and permanently 
deleted. All data analysis will be conducted using a data set with anonymous 
identifiers. If necessary, Research and IT Department staff can use the anonymous ID 
and student ID alignment document to validate and/or correct an individual student’s 
data in any files used for data analysis and reported. 

● Paper copies of the census received in the mail may only be opened and viewed by 
Research Department staff. Once opened responses will be entered into the online 
Qualtrics forms with the rest of student census data. Once opened, all paper copies of 
the census will be kept in a locked cabinet in the WRDSB Research Department 
accessible only to WRDSB staff. Once all data has been entered into the Qualtrics 
platform and data has been validated as accurate, the paper copies the census will be 
shredded and disposed of securely. 
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● In the unlikely instance of a data leak (or any breach of data privacy protocols), the 
exact nature of the data leak (or breach) and all corrective actions will be 
communicated to the Freedom of Information, Privacy, and Information Management 
Officer, and all affected parties as soon as possible. 

o Principle 8 – Openness 
● Access to this privacy impact assessment will be made publicly available on the 

WRDSB website. Instructions for how to gain access to the document will be 
communicated as part of the informed consent phase of the process. 

Plain language summaries of data privacy and security protocols and procedures will 
be made publicly available, including links to relevant legislation and best practices. 
These documents will include general descriptions of applicable policies and 
regulations, informed consent procedures, and confidentiality/data security protocols. 

Contact information of relevant school board employees will be communicated to all 
parents and students as part of the communication and informed consent processes. 
They will include representation from the Peter Rubenschuh, Superintendent of the 
Human Rights and Equity Division, Dana Liebermann, Senior Manager of the 
Research and Evidence-Based Department, Sandra Vieira, Privacy and Records 
Information Management Officer, and Ivana MacIsaac, Senior Manager, Information 
Technology Services. 

o Principle 9 – Individual Access 
● Students and parents/legal guardians have a right to request access to view, and 

correct their personal information or the information of their child under the age of 18. 
Requests for access to data must be submitted in writing by a student and/or 
parent/legal guardian. Requests for access will be managed in accordance with 
MFIPPA. Under MFIPPA there are circumstances where data may not be released. 
All requests will be reviewed and a decision regarding the request will be 
communicated to the student and/or the parent/legal guardian. For questions related 
to MFIPPA, students and parents/legal guardians may contact the WRDSB Privacy 
and Records Information Management Officer, Sandra Vieira, or Senior Manager of 
the Research and Evidence-Based Department, Dana Liebermann. 

o Principle 10 – Challenging Compliance 
● Dana Liebermann, Senior Manager, Research and Evidence-Based Practice and 

Sandra Vieira, WRDSB Freedom of Information, Privacy & Records Information 
Management Officer, are responsible for ensuring WRDSB’s compliance with relevant 
privacy legislation and the privacy and security protocols. 
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CONCLUSIONS  

The WRDSB Student census is an important initiative that includes the use of personal and in 

some cases sensitive information. The protocols established to ensure the protection of privacy 

and to ensure data security are an integral part of giving participants confidence in our process, 

as well as adhering to our regulatory commitments.  

Our protocols must be followed closely to ensure that our privacy and data security commitments 

are maintained. While it is impossible to ensure that a determined bad actor could never access 

private information to which they are not authorized, our protocols ensure that our processes 

and protocols meet best practices for preventing unauthorized access or residual identification 

through reporting. The most likely scenario by which personal information would be shared to 

an external stakeholder is through a legal, court ordered requirement. These could be issued 

under a Freedom of Information request or as required under a criminal investigation. In these 

instances, board employees will work to defend the privacy and confidentiality of student 

personal information as much as legally permitted.  

This PIA has contributed to the establishment of protocols that, if followed closely, will limit the 

risk that any of the personal information collected from students could be used or accessed 

inappropriately or illegally. It is the responsibility of all staff participating in data collection, data 

management, and data analysis to follow the steps laid out in this assessment. The WRDSB will 

continue to assess and review its privacy and data management practices to ensure that we 

protect our students’ rights to the privacy and security of their personal information.  

NEXT STEPS 

The processes and protocols herein will be communicated with all members of the Research 

Department and IT Services employees who will have access to identifiable student data from 

the Student Census. Research and IT Services staff are required to review and commit to the 

data security and privacy processes and protocols prior to accessing identifiable student data. 

Research Department staff will collaborate with IT Services regarding safe disposal of data in 

accordance with the WRDSB Records Retention Schedule. 

A copy of this PIA and other relevant information from the board will be available publicly on the 

board website. 

 

APPROVAL  

I, the undersigned, acknowledge that I understand the findings, privacy risks, and 

recommendations described this Privacy Impact Assessment and that I authorize 

implementation of the actions and mitigation strategies described herein. 

 

Signature:  
Lila Read, Associate Director of Education 
Waterloo Region District School Board 
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APPENDIX A: PRELIMINARY ANALYSIS QUESTIONNAIRE 

1. PROJECT AND INSTITUTION 

PROJECT TITLE WRDSB Student Census 

INSTITUTION  Waterloo Region District School Board 

DEPARTMENT  Research and Evidence-based Practice Department 

PROJECT LEAD Dana Liebermann 

2. PIA LEAD  

NAME AND TITLE Sandra Vieira 

INSTITUTION  Waterloo Region District School Board 

DEPARTMENT  FOI, Privacy & Records Information Management 

PHONE NUMBER 519-570-0300, ext. 4409 

E-MAIL Sandra_vieira@wrdsb.ca 

 

3. PROJECT DESCRIPTION 
Describe the project, that is, the program, system, application or activity that is the 

subject of the PIA including its purpose, scope and key objectives. Attach relevant 

project documentation, if necessary.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

In accordance with our board commitments to equity and inclusion, and under the authority 

of Ontario Regulation 267/18 (under the Anti-Racism Act, 2017) the Student Census will 

collect data specifically related to student identity, for the purposes of linking with student 

outcome and student record data. The objective of this work is to identify gaps and any 

evidence of systemic discrimination of students based on diverse student identities. 

Student identity data to be collected includes Indigenous status, ethnic/cultural background, 

racial identity, first language, citizenship status, religious/spiritual affiliation, gender identity, 

sexual orientation, disability/health status, and socio-economic characteristics. Identity data 

will be collected from each student between grades 4 and 12 and from parents of children 

from kindergarten to grade 3 (almost 65,000 students). The student ID/email will be used to 

link each student’s responses to existing student record data including: student 

achievement, credit accumulation, graduation rate, suspensions/expulsions, special 

education services, and academic/extra-curricular program participation. As per the Anti-

Racism Data Standards, a de-identified open data file will be released to the public free of 

charge, with appropriate privacy restrictions applied prior to the release. Public reports and 

informational materials based on both student provided identity data and student record 

data will be released publicly and made available on the WRDSB website. 
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4. COLLECTION, USE AND DISCLOSURE 

4.1 Identify the kinds of information involved in the project (check all that apply). 

 YES NO UNKNOWN 

Information about individuals in their personal 

capacity 
   

Information about individuals acting in their 

business, professional or official capacity, for 

example, name, job title, and business contact 

information 

   

Information about institutions, for example, for 

profit and not-for-profit institutions and 

government institutions 

   

Aggregated, anonymized or de-identified 

information. Outline in the row below the process 

followed to aggregate, anonymize or de-identify the 

information and whether it is possible to identify/re-

identify individuals from that information. 

   

 

Note: as this pertains to students, the individual’s ‘official capacity’ is that of a student. 

An anonymized data set will be created using a key that assigns a unique (anonymous) 

identifier to each student. Once data has been linked, the student email/student ID 

number will be removed from the final data set and replaced with the anonymous unique 

identifier number. Only members of the research and IT department employees who 

require access for the purposes of data linking will be able to see the Student Census 

identity data in a form that is attached to a student’s ID number or email. The anonymized 

raw data set will be used for data cleaning and data analysis and will only be accessible to 

research department staff. A data suppression rule (15 students) will be applied to all 

documents and reports that are prepared for both internal (school board) and external 

(public) review. A de-identified open data file will be released to the public free of charge, 

with appropriate privacy restrictions applied prior to the release. Public reports and 

informational materials based on both student provided identity data and student record 

data will be released publicly and made available on the WRDSB website. 
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4.2 Identify the kinds of personal information that will be collected, used, retained, 

disclosed, secured and disposed of (check all that apply). 

 

 
 

 
   

List the types of personal information involved in the 

project and indicate in the columns on the right whether 

this personal information will be collected, used, disclosed, 

retained, secured or disposed of. (Add rows as 

necessary.) If third parties will be involved in the project, 

think about what they may be doing with personal 

information as well. (Add rows as necessary.) 

      

Student ID       

Student email       

Socio-demographic/cultural identifiers (Indigenous status, 

ethnic/cultural background, racial identity, first language, 

citizenship status, religious/spiritual affiliation, gender 

identity, sexual orientation, disability/health status, and 

household characteristics) – disclosure in anonymized 

format only 

      

 

 
 

 
   

List each element of non-personal information that, when 

combined or linked, may enable identification of an 

individual, and indicate in the columns on the right 

whether that information will be collected, used, 

disclosed, retained, secured or disposed of. (Add rows as 

necessary.) 

      

Credit accumulation       

Graduation rates       

Special education services       

Suspension and expulsion       

Refusal to admit a student       

Student achievement       

Participation in academic program(s)       

Participation in extra-curricular program(s)       
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4.3 To whom does the personal information relate? List all the individuals whose 

personal information will be involved in the project, that is, the data subjects. 

 

5. PRIVACY LEGISLATION 
5.1 Identify applicable privacy legislation (check all that apply). 

 YES NO UNKNOWN 

Freedom of Information and Protection of Privacy Act    

Municipal Freedom of Information and Protection of Privacy 

Act 
   

None or other (Please explain below.)    

Collection and use of student identity data is also regulated by the Education Act, the Ontario 

Human Rights Code and the Anti-Racism Act.  

5.2 Public Records and Excluded Personal Information 

 YES NO UNKNOWN 

Identify any personal information that will be maintained for 

the purpose of creating a record that is available to the 

general public. What is the type of personal information, and 

why and how is it made available to the general public? 

(Please explain in row below.) 

   

The data will only be made available in a de-identified/aggregated format. The data will be 

made public in a machine-readable format (i.e. an Excel spreadsheet) as per the open data 

guidelines described in the Anti-Racism Data Standards. To prohibit the possibility of any 

subsequent or residual identification of individual students, suppression rules will be applied 

to all publicly available documents that are developed.  

Identify any personal information that will be excluded from 

the application of the acts by section 65 of FIPPA and 

section 52 of MFIPPA. What is the type of personal 

information and why is it excluded? (Please explain in row 

below.) 

   

   

6. CONCLUSION  

Indicate whether or not you will proceed with the PIA process and the reasons for your 

decision. 

We will proceed with the PIA as this process makes specific use of identifiable student data 

that is subject to regulations under MFIPPA, the Education Act, and the Anti-Racism Act. 

 

All students registered with the WRDSB at the time of data collection (almost 65,000 in total). 
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APPENDIX B: PROJECT ANALYSIS QUESTIONNAIRE 

1. SCOPE OF PIA  
Define the scope of the PIA review and analysis, that is, what aspects of the project are in and out 

of scope.  

 

 

2. PROJECT AUTHORITY  

Describe the regulatory and legal framework for the project (for example, applicable legislation and 

regulations, bylaws, memoranda of understandings, agreements, contracts and other relevant 

instruments). 

 

 

3. PROJECT CHARACTERISTICS  

3.1 Identify key characteristics of the project (check all that apply). 

 YES NO UNKNOWN 

Involves creating a new program, process, service, 

technology, information system or other type of IT 

application 

 

  

Involves a change to an existing program, process, 

service, technology, information system or other type of IT 

application 

 

  

Involves procuring goods or services     

Involves outsourcing or contracting for services related to 

the collection, use, disclosure, processing, retention, 

storage, security or disposal of personal information  
 

 

 

 

 

 

 

 

 

 

The student census is focused on the collection, analysis, and reporting of student data. 

The only phases of this initiative that are out of scope for this initiative are aspects of the 

planning, consultation and communication protocols. However, the data security and 

privacy protocols will be integrated into these processes as well. 

This work is currently authorized under the Anti-Racism Act [Ontario Regulation 267/18], 

the Education Act [Paragraph 8.1], MFIPPA (Part II - Protection of Individual Privacy - 

Collection and Retention of Personal Information), and the Ontario Human Rights Code 

[Paragraph 29(c)]. 
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YES NO UNKNOWN 

Involves developing a request for bids, proposals or 

services 

 
 

 

Involves a process, system or technology for which the 

privacy risks are not known or well documented 

 
 

 

Involves creating an information system or database 

containing personal information, and/or the matching, 

merging, combining or centralizing of databases 

 

  

Involves information sharing (internal and external)     

Involves the need to identify, authenticate or authorize 

users – public and/or internal staff 
 

  

Other activities that may impact privacy. (Please explain 

below.) 

 
 

 

 

3.2 If you answered yes to any of the above, explain the identified process or activity.  

Attach all relevant documentation to your completed Project Analysis Questionnaire.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The student census collects data specifically related to student identity, for the purposes of 

linking with student outcome and student record data. Student identity data to be collected 

includes Indigenous status, ethnic/cultural background, racial identity, first language, 

citizenship status, religious/spiritual affiliation, gender identity, sexual orientation, 

disability/health status, and household characteristics. Identity data will be collected about 

each student from kindergarten to grade 12+ (approximately 65,000 students) 

electronically on the WRDSB Qualtrics survey platform account (paper collection available 

for those that require it). All student identity data will be attached to their student ID and 

email address. The student ID/email will be used to link identity data to existing student 

record data including student achievement, credit accumulation, graduation rate, 

suspensions/expulsions, special education services, and academic/extra-curricular 

program participation. An anonymized data set will be created using a key that assigns a 

unique (anonymous) identifier to each student. Once data has been linked, the student 

email/student ID number will be removed from the final data set and replaced with the 

anonymous unique identifier number. Only members of the research and IT department 

employees who require access for the purposes of data linking will be able to see the 

Student Census identity data in a form that is attached to a student’s ID number or email. 

The anonymized raw data set will be used for data cleaning and data analysis and will only 

be accessible to research department staff. A data suppression rule (15 students) will be 

applied to all documents and reports that are prepared for both internal (school board) and 

external (public) review. A de-identified/anonymized open data file will be released to the 

public free of charge, with appropriate privacy restrictions applied prior to the release. 

Public reports and informational materials based on both student provided identity data 

and student record data will be released publicly and made available on the WRDSB 

website. Internal special interest reports will be developed for the purposes of informing 

policy and programming decisions, as well as supporting ongoing professional 

development initiatives.  
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3.3 Identify any changes that will result from the project (check all that apply). 

 YES NO UNKNOWN 

Involves a change in business owner    

Involves a change to legislative authority    

Involves a change in users (internal and external) of a 

related process or system 
   

Involves a change in partners or service providers 

(internal and external) 
   

Involves a change in the amount, type of or ways that 

personal information is collected, used, disclosed, 

retained, secured or disposed of 

   

Involves a change to the purposes for which personal 

information will be collected, used or disclosed 
   

Involves a change from direct to indirect collection of 

personal information 
   

 

 

 YES NO UNKNOWN 

Involves a change in roles and responsibilities, that 

is, who can do what, when, where, why and how 

with personal information 

   

Involves a change to, or elimination of, existing 

practices of anonymizing or de-identifying information  
   

Involves a change in the process or technology used 

to collect, use, disclose, retain, secure or dispose of 

personal information, for example, hardware and 

software 

   

Involves a change to an information system or 

database containing personal information 
   

Involves a change of medium or service delivery 

channels, for example, the automation of manual 

process, conversion from paper to electronic records 

or the, creation of a new website to provide services 

to clients 

   

Involves a change in the security requirements or 

measures 
   

Other (Please specify change or proposed change 

below.) 
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3.4 If you answered yes to any of the above, explain the change, that is, what specifically will 

change and why it is necessary. Attach all relevant documentation to your completed Project 

Analysis Questionnaire.  

 

 

 

 

 

 

 

 

 

3.5 Document any additional business processes identified from your analysis of the factors 

identified in the guide. Attach all relevant documentation to your completed Project Analysis 

Questionnaire.  

 

 

 

4. TECHNOLOGY 
4.1 Identify technology-related characteristics of the project (check all that apply). 

 YES NO UNKNOWN 

Involves technology designed to monitor, track or 

observe an individual or their transactions, for example, 

video cameras, cell phones and geospatial or location-

based services 

  

 

Involves logging information, usage or preferences, for 

example, IP addresses, traffic data, access or 

transaction logs, cookies, or other mechanisms for 

recording an individual’s use of technology 

  

 

Involves public-facing Internet communications, 

services or transactions, including websites, blogs, 

forums, bulletin boards, or social media  

  
 

Involves using analytics or performance 

measurements, for example, web analytics, social 

media analytics, or business intelligence tools 

  

 

Involves processing or storing of personal information 

in a virtual environment, for example, cloud computing 
  

 

Involves acquiring, or customizing, commercial 

software, hardware or IT support services by external 

vendors  

  

 

 

 

 

The student census collects new (previously uncollected) data related to student identity, 

for the purposes of linking with student outcome and student record data. Student identity 

data to be collected includes Indigenous status, ethnic/cultural background, racial identity, 

first language, citizenship status, religious/spiritual affiliation, gender identity, sexual 

orientation, disability/health status, and household characteristics. 

The collection of this data is necessary to align with anti-racism legislation and to meet the 

board’s commitment to collecting identity-based data for the purposes of identifying and 

responding to evidence of systemic discrimination in the Board. 

 

No additional businesses processes are required during any phase of the WRDSB Student 

Census. 
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Involves developing, or customizing, software, 

hardware or IT support services “in-house”  
 

 

Involves creating information systems or other types of 

IT applications that will be populated by others, for 

example, clients of system or service will supply 

information 

 

 

 

Involves a system or application that will automatically 

collect, use, disclose or retain personal information 

 
 

 

Other (Please explain below.)    

 

 

4.2 If you answered yes to any of the above, provide an explanation of the technology 

(that is, purposes, why necessary and how used). Include your answers to the technology 

questions in the guide. Attach all relevant documentation to your completed Project Analysis 

Questionnaire.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Our Third-Party survey platform (Qualtrics Inc.) tracks cookies as part of their regular 

business. The personal information collected during the Census will be stored in encrypted 

and/or password protected cloud-based servers accessible only to authorized personnel 

from the WRDSB or Qualtrics. Details on Qualtrics security protocols can be fully reviewed 

in our WRDSB Service Provider Privacy and Security Assessment of Qualtrics and our 

Student Census Privacy Summary (included as appendices to this PIA). These documents 

will be communicated publicly as part of our communication campaign. 

De-identified, anonymized data files and reports will be prepared for internal and public 

release in accordance with Standard 35 of the Data Standards for the Identification and 

Monitoring of Systemic Racism under which the board is authorized (through the Ant-

Racism Act) to collect student identity data. These files will be made available in 

perpetuity, and they will support the long-term assessment of change within our system. 
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5. ROLES AND RESPONSIBILITIES 

5.1 List other institutions or other third parties involved in developing or implementing 

the project and describe their role. 

INSTITUTION/THIRD PARTY PROJECT ROLE 

Qualtrics Inc. 

Web-based survey provider. Technical 

support for the distribution of survey to 

student participants. 

 

5.2 List all institutions or other third parties that will collect, use/process, retain, store, 

disclose secure or dispose of personal information on behalf of your institution.  

 

INSTITUTION/ 

THIRD PARTY 

RELATIONSHIP TO 

INSTITUTION 

PROJECT ROLE 

Qualtrics Inc. Web-based survey 

provider. 

Hosts survey and facilitates third-party data 

storage of survey results. As regular business 

practice, does not access survey data unless 

requested or authorized by the client (in this case 

the WRDSB Research Department). More details 

are available in the WRDSB Service Provider 

Privacy and Security Assessment of Qualtrics 

 

5.3 Identify any location outside of Ontario where personal information may be retained 

or stored and the third parties involved. 

 

All personal information will remain within Ontario (including survey data on encrypted third-

party servers). 

 

5.4 List all other parties that will have access to, or use, the personal information, for 

example, other program areas, IT staff, legal counsel, etc. 

PARTY RELATIONSHIP TO PROJECT PROJECT ROLE 

IT Services Manages and has access to all 

locally hosted student data. 

Has access to locally stored data (not 

Third-Party cloud storage) and may 

provide technical support in accessing 

and linking identity-based survey data 

and locally stored student data. 
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5.5 Identify how other institutions or third parties will be bound to follow relevant 

privacy and security requirements (check all that apply). 

 NAME OF 

INSTITUTION 

OR THIRD 

PARTY 

IN 
PLACE 

BEING 
DEVELOPED 

UNKNOWN 

Contracts Qualtrics Inc.    

Memoranda of Understanding     

Agreements (service level and 

trade) 
.  

  

Other (Please explain below.)     

    

 

6. RELEVANT INFORMATION 
Document what and how all types of information relate to each business process and 

activity relevant to the project. Consider the factors identified in the guide. Attach all related 

documentation to your completed Project Analysis Questionnaire. 

The following documents are accessible through links in Appendix D 

● Board Policy 1008: Equity and Inclusion 

● Board Policy 1013 – First Nation, Métis and Inuit Voluntary Self-Identification Policy 

● Board Policy 1014: Privacy Protection and Access to Information  

● Board Policy 2012: Access to Digital Resources and Technology  

● Administrative Procedure 1102: Freedom of Information Request Protocol  

● Administrative Procedure 1104: Privacy Breach Protocol  

● Administrative Procedure 4070: Responsible Use Procedure for Information, 

Communication and Collaboration Technologies 

● Administration Procedure 4770: Secure Disposition of Records 

● WRDSB Service Provider Privacy and Security Assessment of Qualtrics 

● Student Census Privacy Summary 

● Qualtrics _ Security White Paper Lite 2018 

7. PERSONAL INFORMATION FLOWS 
7.1  Lifecycle of the personal information involved in the project  

- In the spring of 2021, the student census collects data specifically related to student 

identity, for the purposes of linking with student outcome and student record data. 

- Student identity data to be collected includes: Indigenous status, ethnic/cultural 

background, racial identity, first language, citizenship status, religious/spiritual 

affiliation, gender identity, sexual orientation, disability/health status, and household 

characteristics. 

- Identity data will be collected from parents of children from kindergarten to grade 3 

and directly from students between grades 4 and 12+ (approximately 65,000 

students) using the WRDSB Qualtrics survey platform. 
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- Paper copies of the census will be sent to and received from parents/guardians who 

cannot be reached by emails. Paper copies of the census received in the mail may 

only be opened and viewed by members of the research department. The responses 

will be entered into the Qualtrics platform by research staff. Paper copies of the 

census will be kept in a locked cabinet in the research department, accessible only 

to members of the research department. Once entered into the Qualtrics platform 

data will be verified and validated. Research department staff will then shred and 

securely dispose of paper copies of census responses.  

- Identity data for each student will be attached to each students’ student ID and/or 

email address. 

- The first phase of census reporting will not involve linking student identity data to 

existing student record data. Initial reports will develop board and school level profiles 

and some initial school and community demographic comparisons. 

- An anonymized raw data set will be used for data cleaning and data analysis and will 

only be accessible to research department staff. 

- A de-identified open data file will be released to the public free of charge, with 

appropriate privacy restrictions applied prior to the release. 

- A data suppression rule (15 students) will be applied to all documents and reports 

that are prepared for both internal (school board) and external (public) review 

- Public reports and informational materials based on both student provided identity 

data will be developed 

- The second phase of data analysis and reporting will use student ID/email to link 

each student’s responses to existing student record data including: student 

achievement, credit accumulation, graduation rate, suspensions/expulsions, special 

education services, and academic/extra-curricular program participation. 

- An anonymized data set will be created using a key that assigns a unique 

(anonymous) identifier to each student. Once data has been linked, the student 

email/student ID number will be removed from the final data set and replaced with 

the anonymous unique identifier number. Only members of the research and IT 

department employees who require access for the purposes of data linking will be 

able to see the Student Census identity data in a form that is attached to a student’s 

ID number or email. 

- Reports generated from the second phase of data analysis will also be subject to the 

same de-identification, data suppression, and open data protocols as described for 

the first phase of analysis. 

- Internal special interest reports will be developed for the purposes of informing policy 

and programming decisions, as well as supporting ongoing professional 

development initiatives. 
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APPENDIX C: PRIVACY ANALYSIS CHECKLIST 
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APPENDIX D: SUPPLEMENTARY DOCUMENTS 
Legislation: 

● Education Act: https://www.ontario.ca/laws/statute/90e02 
● Municipal Freedom of Information and Protection of Privacy Act: https://www.ontario.ca/laws/statute/90m56 
● Personal Information Protection and Electronic Documents Act: https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-

canada/the-personal-information-protection-and-electronic-documents-act-pipeda/  
● Anti-Racism Act: https://www.ontario.ca/laws/statute/17a15 

o Ontario Regulation 267/18: https://www.ontario.ca/laws/regulation/r18267 
● Ontario Human Rights Code: https://www.ontario.ca/laws/statute/90h19 

 

Best Practice Guidelines: 

● Model Code for the Protection of Personal Information: https://laws-lois.justice.gc.ca/eng/acts/p-8.6/page-11.html 
● Anti-Racism Data Standards: https://www.ontario.ca/document/data-standards-identification-and-monitoring-systemic-racism 
● Ontario Human Rights Commission guideline – “Count me in! Collecting human rights-based data”: 

http://www.ohrc.on.ca/en/count-me-collecting-human-rights-based-data 
● Ontario Student Record (OSR) Guideline, 2000: http://www.edu.gov.on.ca/eng/document/curricul/osr/osr.html 

 

Internal WRDSB Policies and Administrative Procedures applicable to the Student Census include: 

● Board Policy 1008: Equity and Inclusion: https://www.wrdsb.ca/wp-content/uploads/1008-Equity-and-Inclusion.pdf  
● Board Policy 1013 – First Nation, Métis and Inuit Voluntary Self-Identification Policy: https://www.wrdsb.ca/wp-

content/uploads/1013-FNMI-Voluntary-Self-Identification.pdf  
● Board Policy 1014: Privacy Protection and Access to Information: https://www.wrdsb.ca/wp-content/uploads/1014-Privacy-

Protection-and-Access-to-Information.pdf  
● Board Policy 2012: Access to Digital Resources and Technology: https://www.wrdsb.ca/wp-content/uploads/2012-Access-to-

Digital-Resources-and-Technology.pdf  
● Administrative Procedure 1102: Freedom of Information Request Protocol: https://www.wrdsb.ca/wp-content/uploads/1102-

FOI-Request-Protocol.pdf  
● Administrative Procedure 1104: Privacy Breach Protocol: https://www.wrdsb.ca/wp-content/uploads/1104-Privacy-Breach-

Protocol.pdf  
● Administrative Procedure 4070: Responsible Use Procedure for Information, Communication and Collaboration Technologies: 

https://www.wrdsb.ca/wp-content/uploads/AP4070-Responsible-Use-Procedure-for-Info-Comms-and-Tech.pdf  
● Administration Procedure 4770: Secure Disposition of Records: https://www.wrdsb.ca/wp-content/uploads/AP4770-Secure-

Disposition-of-Records.pdf  

 

https://www.ontario.ca/laws/statute/90e02
https://www.ontario.ca/laws/statute/90m56
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/
https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda/
https://www.ontario.ca/laws/statute/17a15
https://www.ontario.ca/laws/regulation/r18267
https://www.ontario.ca/laws/statute/90h19
https://laws-lois.justice.gc.ca/eng/acts/p-8.6/page-11.html
https://www.ontario.ca/document/data-standards-identification-and-monitoring-systemic-racism
http://www.ohrc.on.ca/en/count-me-collecting-human-rights-based-data
http://www.edu.gov.on.ca/eng/document/curricul/osr/osr.html
https://www.wrdsb.ca/wp-content/uploads/1008-Equity-and-Inclusion.pdf
https://www.wrdsb.ca/wp-content/uploads/1013-FNMI-Voluntary-Self-Identification.pdf
https://www.wrdsb.ca/wp-content/uploads/1013-FNMI-Voluntary-Self-Identification.pdf
https://www.wrdsb.ca/wp-content/uploads/1014-Privacy-Protection-and-Access-to-Information.pdf
https://www.wrdsb.ca/wp-content/uploads/1014-Privacy-Protection-and-Access-to-Information.pdf
https://www.wrdsb.ca/wp-content/uploads/2012-Access-to-Digital-Resources-and-Technology.pdf
https://www.wrdsb.ca/wp-content/uploads/2012-Access-to-Digital-Resources-and-Technology.pdf
https://www.wrdsb.ca/wp-content/uploads/1102-FOI-Request-Protocol.pdf
https://www.wrdsb.ca/wp-content/uploads/1102-FOI-Request-Protocol.pdf
https://www.wrdsb.ca/wp-content/uploads/1104-Privacy-Breach-Protocol.pdf
https://www.wrdsb.ca/wp-content/uploads/1104-Privacy-Breach-Protocol.pdf
https://www.wrdsb.ca/wp-content/uploads/AP4070-Responsible-Use-Procedure-for-Info-Comms-and-Tech.pdf
https://www.wrdsb.ca/wp-content/uploads/AP4770-Secure-Disposition-of-Records.pdf
https://www.wrdsb.ca/wp-content/uploads/AP4770-Secure-Disposition-of-Records.pdf
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Communication and informational documents shared publicly: 

- WRDSB Service Provider Privacy and Security Assessment of Qualtrics 

WRDSB Service 

Provider Privacy and Security Assessment of Qualtrics.pdf
 

- Qualtrics - Security White Paper Lite – 2018 

Qualtrics _ Security 

White Paper Lite 2018.pdf
 

 

 


